


Disinformation has become a pervasive 
threat to democratic societies, amplified 
by the rapid spread of information 

through digital platforms. Education plays a 
crucial role in combating this phenomenon by 
equipping individuals with the skills to evaluate 
information and navigate the complex digital 
landscape critically. Critical thinking and digital 
literacy are fundamental tools in the fight 
against disinformation. Schools and educational 
institutions are uniquely positioned to foster these 
skills from an early age. 

It is the educators who can lead the charge in this 
battle. By integrating digital literacy into curricula 
across all subjects, they can empower students 
to discern credible sources, identify biases, and 
understand the mechanisms behind the spread 
of false information. The European Commission 
has recognized the pivotal role of education in 
tackling disinformation and has taken concrete 
steps to address this issue. In 2022, they published 
guidelines for teachers and educators on tackling 
disinformation and promoting digital literacy 
through education and training. 
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The societal impacts of disinformation are 
profound, influencing politics, public health, and 
social cohesion. The rise of social media and the 
internet has exacerbated this issue, enabling 
the rapid and widespread dissemination of false 
information. The article underscores the pressing 
need for robust educational initiatives to enhance 
media literacy from early childhood through 
higher education and into adult and community 
education.

By fostering critical thinking and media literacy 
skills, education can empower individuals to 
critically evaluate sources, recognize biases, and 
verify facts, thereby mitigating the impact of 
disinformation. The future of education must adapt 
to the evolving digital landscape, integrating 
media literacy into curricula, leveraging 
technology and AI, promoting lifelong learning, 
and encouraging cross-sector collaboration to 
build a resilient society capable of countering 
disinformation.

[Source: Fighting fake news in the classroom]

https://www.apa.org/monitor/2022/01/career-fake-news


1. Definitions of 
“Disinformation” and “fake 
news”
In the digital age, the terms “disinformation” and 
“fake news” have become prevalent, but they 
are often used interchangeably andinaccurate-
ly. Understanding the precise definitions of these 
terms is crucial for identifying and combating the 
spread of false information.

1.1 Explanation of Disinformation vs. 
Misinformation

Disinformation refers to false information that 
is deliberately created and spread with the 
intent to deceive or mislead people. This type 
of information is typically crafted to manipulate 
public opinion, sow discord, or gain political, 
financial, or social advantage. The creators of 
disinformation are aware that the information 
is false and are actively seeking to cause harm 
or confusion. Misinformation, on the other hand, 
is false or inaccurate information that is spread 
without malicious intent. Those who disseminate 
misinformation generally believe the information 
to be accurate and do not have the purpose of 
misleading others. Misinformation can often arise 
from misunderstandings, misinterpretations, or a 
lack of verification before sharing information.1 

1.2 Examples of Fake News

“Fake new” is a term that has gained significant 
traction in recent years. It is often used to de-
scribe false or misleading information presented 
as news. Fake news can encompass both disinfor-
mation and misinformation and can take various 
forms, including fabricated stories, manipulated 
images or videos, and misleading headlines.2 

•	 	Fabricated News Stories: These are entirely 
made-up articles designed to look like 
legitimate news reports. An example is a false 
report claiming Pope Francis endorsed a 
specific political candidate during an election, 
which spread widely on social media and 
influenced public perception.3 

•	 	Manipulated Images and Videos: Visual 
content can be easily edited or altered to 
mislead viewers. A notable instance is the 
doctored video of Nancy Pelosi, the Speaker of 
the U.S. House of Representatives, which was 
slowed down to make her appear inebriated. 
This video was widely shared and used to 
undermine her credibility.

•	 	Misleading Headlines: Sometimes, the body 
of a news article may contain accurate 
information, but the headline is crafted to 
be sensational or misleading. For example, 
a headline might claim, «Scientists Discover 
Cure for Cancer,» while the article only 
discusses preliminary research that is far from 
a proven cure. This tactic exploits the fact that 
many people share articles based solely on 
their headlines.4 

[Source: NPR - Fake news: How to spot misinformation LINK]
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https://www.npr.org/2019/10/29/774541010/fake-news-is-scary-heres-how-to-spot-misinformation
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•	 	Satirical News Misunderstood as Real: Satirical 
news websites like The Onion produce humor-
ous and exaggerated stories. However, indi-
viduals who do not recognize the satire can 
mistake them for real news. For instance, an 
article from The Onion titled “NASA Announces 
Plans to Put Man on Mars by 2025” was shared 
by many as if it were a factual report, leading 
to widespread confusion.

Understanding these distinctions and examples 
is essential for media literacy. As consumers 
of information, it is crucial to critically evaluate 
sources, verify facts, and consider the intent 
behind the information before accepting or 
sharing it. Educating the public, from young 
students to adults, about these concepts can 
play a significant role in mitigating the impact of 
disinformation and fake news.5 

2. The Importance of
Addressing Disinformation
Disinformation poses significant threats to 
society, politics, and public health. The 2024 
Global Risk Report of the World Economic goes 
so far as to state that misinformation and 
disinformation are the most significant short-
term risks6.  It undermines trust in institutions, 
erodes democratic processes, and exacerbates 
social divisions. Politically, disinformation can 
influence elections, manipulate public opinion, 
and destabilize governments. For instance, false 
information can sway voters with misleading 
claims about candidates or policies during 
elections, resulting in ill-informed decisions 
that affect the political landscape. In the realm 
of public health, disinformation can have dire 
consequences.

 The spread of false information about vaccines, 
for example, has led to vaccine hesitancy, 
reducing immunization rates and contributing to 
the resurgence of preventable diseases. During 
the COVID19- pandemic, disinformation about 
the virus, treatments, and preventive measures 
hampered public health efforts, leading to 
increased infections, hospitalizations, and 
deaths7.

2.1 The Rise of Social Media and the Internet in 
Spreading Fake News

The advent of social media and the internet 
has exponentially increased the speed and 
reach of disinformation. The prolific use of 
AI in disinformation campaigns has further 
exacerbated the situation. Unlike traditional 
media, which undergoes editorial scrutiny, 
social media platforms allow anyone to publish 
and share information instantly. Algorithms 
designed to maximize engagement often amplify 
sensational and misleading content, making it 
more visible than factual information8.
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This digital landscape creates echo chambers 
where users are exposed primarily to information 
that aligns with their preexisting beliefs, reinforcing 
misinformation and deepening societal divides. 
The internet›s anonymity and rapid dissemination 
capabilities also enable the creation and spread 
of sophisticated disinformation campaigns, often 
orchestrated by state and non-state actors 
aiming to disrupt societies and influence global 
events.

Addressing disinformation is crucial to maintaining 
a well-informed public, safeguarding democratic 
processes, and protecting public health. This 
involves enhancing media literacy, promoting 
critical thinking, and implementing robust fact-
checking mechanisms. Doing so can mitigate 
the impact of disinformation and foster a more 
resilient and informed society9.

3. The Role of Education in 
Combating Disinformation: 
From Early Childhood to Higher 
Education
Disinformation, the deliberate spread of false 
information, poses a significant threat to societies 
worldwide. Education is a powerful tool in the fight 
against disinformation, equipping individuals 
with the skills to critically evaluate information 
and discern truth from falsehood. Addressing 
disinformation through education should span 
all age groups, from early childhood to higher 
education.

•	 	Early Childhood Education: Instilling critical 
thinking and media literacy skills at a young 
age is crucial. Early childhood education 
can lay the foundation for these skills by en-
couraging curiosity, questioning, and basic 
fact-checking habits. Programs designed for 
young children can incorporate simple lessons 
about discerning reality from fiction in stories 
and media they consume. One example is the 
use of storytelling and interactive activities to 
teach children how to recognize trustworthy 
information sources. Programs like PBS Kids’ 
“Media Literacy Toolkit”10 help young learners 
understand the difference between factual 
content and make-believe, promoting early 
critical thinking skills

[Source: PBS Kids. “Media Literacy Toolkit.”[LINK]

https://teach.pbskids.org/courses/media-literacy-in-action


•	 	Primary and Secondary Education: As children 
grow, their exposure to information increases, 
particularly with the advent of digital media. 
Primary and secondary education should 
focus on more structured media literacy 
curricula that teach students how to evaluate 
sources, identify bias, and verify information. 
Integrating media literacy into existing 
subjects can be effective. For instance, history 
and social studies classes can teach students 
how to analyze historical sources and 
current events critically. Organizations like 
the Stanford History Education Group11 have 
developed curricula focusing on civic online 
reasoning, helping students learn to evaluate 
the credibility of digital content. Secondary 
education should also address the emotional 
and psychological aspects of disinformation, 
such as understanding why certain types of 
information appeal to emotions and how to 
recognize manipulative tactics. This approach 
helps students develop a more nuanced 
understanding of the media landscape.

•	 	Higher Education: The focus can shift to more 
advanced critical thinking and research 
skills in higher education. Universities can 
offer specialized courses in media studies, 
journalism, and communication that delve 
deeply into the mechanisms of disinformation 
and its impact on society. These courses can 
cover topics such as the history of propaganda, 
the role of algorithms in shaping information 
access, and the ethical responsibilities of 
journalists. Moreover, higher education 
institutions can conduct and disseminate 
research on disinformation. Universities like MIT 
and Stanford are at the forefront of studying 
how disinformation spreads and how it can be 
countered12. This research not only advances 
academic knowledge but also informs public 
policy and educational practices.

[Source: Stanford History Education Group. “Evaluating Information: The Corner-
stone of Civic Online Reasoning.” 2016. [LINK]

Comprehensive media literacy education, from 
early childhood education to higher education and 
beyond, is vital in the fight against disinformation. 
By equipping individuals with the skills to critically 
evaluate information, understand the context, 
and recognize bias, education can significantly 
reduce the impact of disinformation. This 
multifaceted approach requires collaboration 
across educational levels and between institutions 
to create a society resilient to the manipulative 
tactics of disinformation.
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https://inquirygroup.org/


4. Combating Disinformation 
through Adult and Community 
Education
Disinformation, the intentional spread of false 
information, presents a significant challenge in 
the digital age. Adult and community education 
plays a crucial role in combating disinformation by 
equipping individuals with the skills and knowledge 
needed to critically evaluate information. Efforts 
in this area include public awareness campaigns, 
lifelong learning initiatives, and the use of libraries 
and community centers as hubs of reliable 
information and training.

•	 	Government and NGO Efforts to Educate the 
Public: Governments and non-governmental 
organizations (NGOs) are at the forefront 
of public awareness campaigns aimed at 
educating the public about disinformation. 
These campaigns often involve creating 
informational content that highlights the 
dangers of disinformation and provides 
practical tips for identifying false information. 
For example, the European Commission 
has launched initiatives to promote media 
literacy across member states, emphasizing 
the importance of verifying sources and 
recognizing biased information13.

•	 	Lifelong Learning and Continuing Education: 
Community workshops and seminars 
offer adults the opportunity to learn about 
disinformation in a collaborative and 
supportive environment. These sessions can 
cover topics such as understanding media 
bias, recognizing fake news, and using fact-
checking tools. Local community centers 
or adult education programs can partner 
with experts in media literacy to deliver 
these workshops. For example, programs like 
Common Sense Media offer15 resources and 
training sessions for communities to better 
understand and combat disinformation.

•	 	Online Courses and Resources for Adults: Online 
courses provide a flexible and accessible way 
for adults to enhance their media literacy 
skills. Websites like Coursera16, EdX17, and Khan 
Academy offer critical thinking, digital literacy, 
and media ethics courses. These courses often 
include modules on identifying disinformation, 
understanding algorithms that influence 
information dissemination, and practicing 
responsible sharing of information online. MIT 
Media Lab, for instance, has developed online 
resources that help users learn to identify and 
combat fake news and misinformation.18 

•	 	Use of Media and Technology in Spreading 
Awareness: Media and technology are 
powerful tools for spreading awareness 
about disinformation. Social media platforms, 
public service announcements, and digital 
advertising campaigns can reach a broad 
audience quickly and effectively. For 
instance, UNESCO’s “Media and Information 
Literacy” program14 uses online resources, 
videos, and social media to educate people 
about discerning credible information from 
falsehoods. Additionally, interactive websites 
and apps can engage users in learning how 
to spot fake news and disinformation through 
quizzes and games.

[Source: UNESCO “Media and Information Literacy” [LINK]
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https://www.unesco.org/en/media-information-literacy


•	 	Libraries and Community Centers: Libraries 
and community centers are vital in providing 
resources and training for critical media 
consumption19. These institutions can host 
workshops, offer access to fact-checking 
tools, and provide educational materials that 
help individuals navigate the information 
landscape. Libraries often have the added 
benefit of being trusted community spaces 
where people can seek guidance from 
knowledgeable staff. One concrete example of 
libraries actively combating disinformation is 
the “MediaWise for Seniors” program initiated 
by the Poynter Institute, which involves public 
libraries across the United States. The program 
has helped thousands of seniors become more 
discerning consumers of online information. 
By empowering this group with the skills to 
identify false information, the program not only 
protects them but also reduces the spread 
of disinformation within their social circles.20

Adult and community education is essential 
in the fight against disinformation. Public 
awareness campaigns, lifelong learning 
initiatives, and the active role of libraries and 
community centers all contribute to a more 
informed and resilient public. By leveraging 
these educational efforts, we can empower 
individuals to evaluate information critically, 
reduce the spread of false information, 
and foster a more trustworthy information 
environment.

[Source: New tool empowers users to fight online misinformation LINK]

5. The Future of Education and 
Disinformation
As the digital landscape continues to evolve, the 
future of education must adapt to effectively 
combat disinformation. Education systems will 
increasingly focus on developing critical thinking, 
digital literacy, and media literacy skills to prepare 
individuals to navigate a complex information 
environment.

•	 	Integrating Media Literacy into Curricula: 
Future educational curricula at all levels will 
need to integrate media literacy as a core 
component. This includes teaching students 
how to critically evaluate sources, recognize 
biases, and understand the impact of 
algorithms on the information they receive. By 
making media literacy a fundamental part of 
education, students will be better equipped to 
identify and resist disinformation.21 

•	 	Leveraging Technology and AI: Advances 
in technology and artificial intelligence (AI) 
offer new opportunities to enhance education 
against disinformation. AI-driven tools can 
help detect and flag false information, 
providing real-time assistance to learners. 
Educational platforms can use AI to tailor 
lessons on media literacy, ensuring that 
content is relevant and engaging for diverse 
learners.22 

[Source: Information Overload Helps Fake News Spread, and Social Media Knows 
It LINK]
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https://news.mit.edu/2024/new-tool-trustnet-empowers-users-to-fight-online-misinformation-0516
https://www.scientificamerican.com/article/information-overload-helps-fake-news-spread-and-social-media-knows-it/


•	 	Promoting Lifelong Learning: Given the rapid 
pace of change in the digital world, lifelong 
learning will become essential. Continuous 
education programs, online courses, and 
community initiatives will provide adults with 
the skills needed to stay informed and vigilant 
against disinformation. These programs will 
need to be flexible and accessible, allowing 
individuals to update their knowledge and 
skills as new challenges emerge.

•	 	Collaboration Across Sectors: Combating 
disinformation will require collaboration 
between educators, policymakers, technology 
companies, and civil society organizations. 
By working together, these stakeholders can 
create comprehensive strategies that address 
the root causes and spread of disinformation. 
This includes developing policies that 
promote transparency and accountability in 
digital platforms and investing in research to 
understand and counteract disinformation 
tactics.

The future of education must prioritize equipping 
individuals with the skills to engage with 
information critically. Through integrated curricula, 
technological innovation, lifelong learning, and 
cross-sector collaboration, education can play 
a pivotal role in building a society resilient to 
disinformation.
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approach to rethinking education for sustainable 
transformation, as highlighted in her latest TEDx 
talk. Recently, she has been appointed as a 
board member of the Future Skills Alliance, further 
cementing her influence and commitment to 
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About the Author

Education plays a pivotal role in combating 
disinformation by equipping individuals with the 
critical thinking and media literacy skills necessary 
to navigate an increasingly complex information 
landscape. From early childhood education to 
higher education and lifelong learning, teaching 
people to critically evaluate sources, recognize 
biases, and verify facts is essential in reducing 
the spread and impact of false information

The fight against disinformation requires 
continuous evolution in educational strategies. As 
digital platforms and technologies advance, so 
too must our approaches to education. Integrating 
media literacy into curricula, leveraging AI and 
technology, promoting lifelong learning, and 
fostering cross-sector collaboration are all 
crucial components of a dynamic and effective 
educational framework. By staying adaptable 
and responsive to new challenges, education 
can remain a powerful tool in building a society 
resilient to disinformation.

Conclusion
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