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2.3 anuduasdasasediumalulagosaumanaz mMsasa1sHUKNIBIUN 18U (Information
Security and Third Parties)
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- M373UANNTD184 (Access Control) , as29@0useiAn s IFU uazdvuaszozinm
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Wanaf 3 mmﬁ"umﬂaaﬂﬁ’ﬂﬁm%’uﬁwmﬂiqﬂﬂa (Human Resource Security)
Yagilszasn

o muamasMIaILgy My unzAamunssamsfunsnensyana walusneu sznis
wazndamadaa e lddulehgaainsynssfuaszmindennudidgreanisinuinnuduag

a £y 9 4 a wa Y o 4 ' Y
ﬂamnwawwﬂamumﬂTuia?lmiﬁummmzmiﬁamﬁ Iﬂﬂﬂgﬂﬁﬁ'\iﬁ]E)ﬂ']ﬁuﬂ‘llﬂﬂﬁ]ﬁﬂﬂiﬂﬂNQﬂﬂ@Q

3.1 MIVIMISIAMINOUIINII44IY (Prior to Employment)
3.1.1 M3IA3DARLANTUTALIZANMNINZANVBINANAS
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o = LYo 1 4 7= a 9y o
- AudumansdoUgaruiatug L ANududede uazilsyiamsmhauvesdatns leamnwiy
o A A 9/ % 9y K 9 o o A = A
fMurisnngvenuMsaeyadiAy vieszuuma lulagmsaumatagmIdoms
- 919520DIA1IATIIADVB19DINIANTINUAY UAZNISATINHDUUILIRD1FYINTINAWAIIY
Mz
9/ d’ v 2
3.1.2 Teanaazidenlumsdany (Terms and conditions of employment)
y Y v oa = @ < o 9 v o
- AB952Y VNN Wi waganuiuRarewRsInuANNTURIaeasasaume L Iadedaau
ludaanmsss
o ] 3 9 [ 9 K
- winauuazmisnumeuondesasun ludeanas lulamedoya (Non-Disclosure Agreement
2 A g’/ ' v 9 = @ Y k'Y
: NDA) Balwanglusennuagoe19iios 5 Ynaenniuaniunsiig
3.1.3 M3u33U3an 3919911 (Employment Notification Process)
1] [ 9 Y = cﬁ v A =1 \ g
- theniwensyanadeudshomaluTadmsaumauazmsfoasiuiilunsdl delud
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- MU/ 210N / TUFATAINNIITIN

-mslende / YSulasudumus
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3.2 MIVITHISIAMIIZHIIN31991U (During employment)

3.2.1 winAlumsnluguuez1UYAAINT (Management Responsibilities)
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uImsynszaudesnivgu Mdu wazasisaeuldynainsneluuazaeuenificay
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ulowneuimsiams uashiduguanuiuasasadsdumaluladmsaumamazas toms sauda
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3.2.2 MIBUTNUATMIATIANNATZHIINF (Information Security Awareness, Education and
Training)
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3.2.3 NIZUIUNTMINY (Disciplinary Process)
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3.3 MIsvImsdamuilediuan mmsiisnunien)asuuaandiil (Termination or Change of

Employment)
[¥) a a o da d’ tg v
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HUIAN 4 MIUINIIIAMIAUNITNG (Asset Management)
(Y] d
Jngilszasn
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% [ { Y =K 2
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! v A a v d
4.1 wihfanuSuRaveudeFunSnd (Responsibility for Assets)
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Y s o d
4.1.1 MIIAMUYFTUNTNE (Inventory of assets)
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v o . a 4 ad J d A v
- NINGTUNIMINTN (Physical Assets) : ABNWIADS , 1F5H05 , gnsslnTo
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- NINYTUIFINTING (Logical Assets) : WaNALIS s ﬁVl‘ﬁﬂ']ich]f\ﬂuizﬂiJ R m%ﬁﬁ%

9

- VBYAMITAUNA (Information Assets) : :1211‘!‘19]]’6]11"51 , 1BNTNT s1v91un1ely
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- Mmuaszy ademinddumaluladmsaumeiagnsdems (Asset Owner)” 13w

v oa ' ] A Y Aw a Y 9 W =
NINIFTUUADALIIYNTT Iﬂﬁll"lﬂ‘ﬂ@\?llﬂH']'V]i'UWﬂ‘]faﬂ(luﬂ']iﬂ?'ﬂﬂllﬂ"liﬁﬂﬂﬁ A1TIANTITIAITULIT I

HaEMIBUIANTS I

q

Y A

o da Y [ v
- L%H‘UEN‘V]ﬁWElﬁug]}’ENﬂizﬁ'luﬂ‘UQﬂLLﬂi%UULW@ﬂTWu@NW]iﬂ"liﬂﬂll‘l_lﬁﬁ]ﬂﬂﬂﬁmJﬂ%fﬁl

ICT Policy 01 Rev.02 Page 24|57



Kumwell

4.1.3 mslfnunindaumaluladonseumanazmsdoas (Acceptable user of assets)
o [ 0 = Y Y g a d‘ -
- Mruatari “szounmslsnuniwdduma luladensaumanaznisaodns ATBUAQY
] o o o P P ~ a ¢ o A ] ] |
MslFuaIsanls sondurs szuwndedis Siwa uavdwmeiia e ldn1s 19andu lay
Y o (K1 a $
wgiszasauaz luneldifannudes
@ v Yo o A Y ' A ]
- WiNNUADI IATUMIDUI VNS DF1L99 UazasuIusuNs1uneui L lFau

v o g ' @
- mathdaniwddumaluladmsaumemazaisions dosegnioldndn “Need to Know”

Une “Least Privilege”

= w da = ]
4.14 ﬂ]iﬂ‘t!‘ﬂ5Wﬂﬁu!‘nﬂi‘uiﬁﬂﬁ1ﬁﬁu!"ﬂﬁ!!ﬁzﬂ]iﬁﬂi‘ni (Return of assets)
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4.2 MIVAFUANNAVVBIVRYaeHMNAl W e sauNALazM3a0a13 (Information classification)
4.2.1 msdadauruaNNdvveeyadmumalulatim saumauazn13Te13 (Classification of
information)
a W o [ 3‘/ [ Y v = d‘
-UsENMIvUAIEAUFUANINdUveItayaduma luladaisauinauazn1sdedns
] I ]
210 UN19NIT 1Y
o o . o w 9y Vet o
- FUAIIWAUFIGA (Confidential) - HAMIEIDURMIZANS U0
7 o
- 1m0 (Internal Use Only) - mwigminaulusedns
Y . 1 o w
- VBYAAIT1T UL (Public) — amsaimeuns 1a laolidia
% %] £ Y =1 dl d’ 9 v o
- MIVATTAVABINDTINNAUNIY Ng 32y W szmafiiReveserdesiuianiny louie

] 1 ¥
UIMsIAN1s uaduguannuliunasateduma Tulafasaumenaznmisfeas atiull dmsuy

Y % = d' a é’ @
ﬂ‘]iﬂﬂ\?ﬂﬂﬂ?TﬂJLﬁﬂﬁ187]@1mﬂﬂ“llu"l]'lﬂﬂ']ﬁi']'lﬂﬂ

ICT Policy 01 Rev.02 Page 25|57



Kumwell

4.2.2 mIts¥amsauma (Labeling of Information)

@ a [ (Y T o o o
- damsanthevieszyszauanuduvesdoyasdrdanuuuwends dwe uazszuusaiudoya

1%U Confidential , Internal L& Availability

E4
Yo w d A @ 1A A
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&

4.2.3 M3UIMIIAMITUNINE (Handling of assets)
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4.3 msdamsaetiufindoya (Media Handling)
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= Nﬂﬁmﬂiﬁﬁﬁl@y‘a (Encryptlon) ﬂ@ufﬂﬂlﬂﬂﬂlUQﬂﬂim uazmmumﬂmmmumimgtym
YA o
"l]']ﬂﬁil@"lﬂ'li]
S o @ =R 4 g Y 9 (Y
- mﬂuuummﬂmm (Usage Log) TIHITUMINITIVAOUIDUN D
o d‘ o | g - 1
4.3.2 MImarwaauunnvaya (Disposal of media)
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#HIAN 5 MIAIURNMIADA (Access Control)
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5.1 A MABIMINNEINTMFUMIAIUANM NI (Business requirements of Access control)

5.1.1 uiﬂmsjmuqunm%ﬁﬁa (Access control policy)
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5.1.2 MImuguMaNduA3ev 1Y uazu3NSIA3eAE (Access to Networks and Network Service)
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5.2 MIVIMITAM NN D 9v0l# (User Access Management)
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5.2.1 mimmmammzaaﬂmuaméﬂmm (User Registration and De-Registration)
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d
5.2.2 MINBLMIE HAZAIVANTNENI314189 (User Access Provisioning and Control)
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5.2.3 MIIAMS m%ﬁﬁaﬂﬁﬁ!ﬁy (Privileged Access Management)
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5.2.4 M3AIUAN uazdafutioy ﬂﬁ FIUMINU (Authentication Credentials Management)
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5.2.5 mﬂmmuﬁmmﬁmmmmsﬁmm (Review of User Access Rights)
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5.2.6 MINIUAN U‘Gg% :l“lfflm‘ué)ﬂ (Third-party and Temporary Access Control)
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a7 msdufivauduanuifunailaeafasauma (Operations Security)
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7.1 MIDAMINIZUIUMFUFUANIU (Operations Management)

7.1.1 TuasumsUuiausazniNin s uidav¥ey (Operations Procedures and

Responsibilities)
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7.1.2 msvsmsaamsilasuuilas (Change Management)
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7.1.4 MsuepEMWNAdoN IMIUN s Msnaae uazmIiuSmM300n1nMH (Separation

of Development, Testing and Operational Environments)

N = d o w v = 4
- thomaTuTadensaumauaznisitons desntugu mauliinsusnduszuuneniiunes

[ Y]

4 9 o = 5
au13 THIUMTWAUITEUUIIU (Develop Environments) MINATDUISUUIIU (Test Environment)

10 ¥ a o o
wazszuun1913n15939 (Production Environment) 8909101

J 4 ) a £ 3 =4 1
- dhomaTuladasaumauazmsfoats desniuqu Insdmuadninsidiaeluudas

v Y

[ @ a =y ] as 9 a wa
ﬁﬂ1W!L’Jﬂﬁ}@mm$%ﬂiﬁ,ﬁﬁﬂﬁLH‘V]TUNﬂ“]f'f)‘ﬂﬂ']iﬂﬂi&”]J“]J\ﬂlJ’OEJ'N%ﬂﬁ)u Iﬂﬂﬂﬂ\ﬁ"lﬂ\?"lﬂﬂﬁﬂﬁﬂi‘]ﬂﬂﬁu

v a

NV Y

v @ Y v

A Y o = ax P =< vy
JAu B ﬂiﬂ!‘V]W“Uﬂiy‘Vi'lﬁf’NlJf‘l'liilu‘ﬂﬂﬂﬂulﬂ”l Llﬁ&’?ﬁﬂ1illﬂ‘lﬂli'ﬁ\lﬂﬁ§1fN'I‘L!GIE]f{j

#19

1‘.’2&

T¥insw

(Y] d
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7.3 M3d1seavaya (Back up)
7.3.1. nnt"mm%’eya (Information Backup)
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7.4 matiufindeyadenuazmsksz s (Logging and Monitoring)

v o J

7.4.1 MsDuNnTeyadenuanriansel (Event Logging)
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7.4.2 mi?ﬂmﬁ'wi’fagn Log (Protection of Log Information)
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7.4.3 Mstuiinfanssuvssdguaszuusazdminn{UAn 35z vy (Administrator and
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7.6 MIVIMsIaMsyealimamaialuariaursuazsenandd (Technical Vulnerability Management)
7.6.1 MIVIMITIANI¥04IHIMAUNANA (Management of Technical Vulnerabilities)
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o [ 4 s s & o Y
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7.6.2 matinamsaAanIseraul; (Restrictions on Software Installation)
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7.7 fandieaniorsanlumins291sz@iuszun (Information System Audit Considerations)

7.7.1 AIM5ATT0VYILNUILVY (Information System Audit Controls)
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d’ d' 14 q'J v Y = d' s M
HuIAN 8 ﬂ]iﬁ®ﬁ1§ﬂ1‘uﬂ31“3114?]»3‘1]@ﬂﬂﬂﬂﬂ11—!!‘1]ﬁiuiﬂﬂﬁ1iﬂumﬂ!mZﬂ'ﬁﬁi’Jﬁ]i (Communications

Security)
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8.1 MIVIMIIAMITTVLIATeMNLADNTANGS (Network Security Management)

8.1.1 mﬁﬂ’mﬂmﬂ%i’)ﬂhﬂ (Network Controls)
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8.1.2 anuNunslasnsadmnTuuSmanIeve (Security of Network Services)
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8.1.3 ManUaLenA3eU18 (Segregation in Network)
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8.2 mamanilaeudeyamalulafionsaumauaznsdears (Information Transfer)
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8.2.1 ulsanazvunewd fiiladmSumsuenlasudeyamaluladmsmunanazmsaems

(Information Transfer Policies and Procedures)
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Information Transfer)
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8.2.3 MIasvaANNBIaNNTdUNT (Electronic Messaging)
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8.2.4 VBANAINITINHIANNAUHION I LA udL (Confidentiality or Non-Disclosure

Agreements - NDA)
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8.2.5 nmsi’hiﬁ’ﬁsi’faya“lunﬁﬁea 13 (Encryption of Information in Transit)
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8.2.6 MIAILANMSIFTONANT (Control of Removable Media)

v =1 g [ Y 4 ] .
-dhomaluladasaumauazmsdoas A muaulouioluns IaonaN1 154 USB Drive

130 External HDD iedlosriunisilnavesdoya
1Y A o Yo =~ ' VY,
- midsdeyaruTennmdes lasuniseyana uazlinimsnisadugu wu msdsWateya
J
Tuginsal
Y A o d . .
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#3IAN 9 MIVAKI NTHNU !!ﬁzﬂ]‘i‘ﬂ];ﬁlﬁ‘ﬂ153‘111]’:2]’15’;1’14171?! (System Acquisition , Development and

Maintenance)
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{ o 1 @ B o ¢ o 2‘,
-wasnisinasihun1d laun msidhswadeya (Data Encryption), MIngatdInuLuUaeIty
v q { @ v 4 '4
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9.1.3 mstleadugsnssuvesuimsmaluladmisaumanaznsaeals (Protecting Application

Services Transactions)
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9.2.3 ManunIumMunalinaessuundsnmidsunadassad 190N Hg 1HY8I55UY (Technical
Review of Applications after Operating Platform Changes)
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9.2.6 AaMINMIAABNYBIMIHMUITzUNTANINTUAlaoafe (Secure Development

Environment)

- Mnuaugnanmuaadondmsumsiaul nadey uazlFusseonaindu wazaiugug
@ { a Y @ &
e ldimnzay sadsdeadimasnistloadudoyaildlunssuaumsiannlddasasonnnissalva
A Y =X ) Yo

vsomsinslae luldsvoyana
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9.2.8 MIiNageuMuUAINLIHAIlaenf 832U (System Security Testing)
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9.3.1 mstlesiudieyadiniumsnaaen (Protection of Test Data)
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i [v] v w das A
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Security Within Supplier Agreements)
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10.1.3 MIUITHISTANIUAZNITABAIIABHS VI 19T VRN HIENUNBUBN (Information and

Communication Technology Supply Chain)
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(Information Security Incident Management)
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(Management of Information Security Incidents and Improvement)
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(Response to Information Security Incidents)
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(Leaning from Information Security Incidents)
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Security Aspects of Business Continuity Management)
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