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Security and Third Parties)
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nulan 3 anuliundlaeniud1¥5uniwensynna (Human Resource Security)

o

d
agilszasn
d‘ ] o o = [ 9 as g’/ ] T T
INOMHUANIATATAIVAN MAY LAZAAMUNITIAMIAIUNSNEINTYARD NI TUFWNBY SENI1g
uazndanisdrea weoldinlediyaainigaseduasznindennudidguesnmsinyinnuiuag

@ 4 a wa Y o 3 '
Yaoasdsvesdeyadiuma TuTadmsaummazmsioms Tavfildaudedmuavesesinsediagndas
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3.2 MIVIMFIANITITHI1INITNI9OY (During employment)
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{ w v d
#UIAN 4 MIUIMIIAMITUNTNE (Asset Management)
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4.1.3 malinuninddunalulationsaumanasmsaeas (Acceptable user of assets)
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4.2.2 MUIFIAUNA (Labeling of Information)
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HIAN 5 MIAIUANM DA (Access Control)
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5.2.2 MIusuviag !!ﬁ%ﬂ?ﬂquaﬂﬁmﬁl%ad (User Access Provisioning and Control)
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5.2.4 MINIVAY UazdANuToYaNgIUAINY (Authentication Credentials Management)
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ﬁanuammqmim (Event Logging)
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8.2 msuanifaudeyamaluladarsaunanaynsaeas (Information Transfer)
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(Information Transfer Policies and Procedures)
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8.2.5 n1sn’u’1sﬁ’a¥eya‘lun1s§aa 13 (Encryption of Information in Transit)
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HHIAN 9 MIdam MafanN uazmsFe¥nEIIzUVMSTMNA (System Acquisition , Development and
Maintenance)
[ d
Jagilszaan
eaanuAana1n lumsfMnuanINAeIA1T MTOBALLY MINAUI LATMINATOUTLU

~ o 2 oA o A a = 9 = 4
f‘ﬁiTduL‘I/lﬁ‘t’lllﬂﬁWﬁJlJWiﬂﬂMﬂi@ﬂiUﬂgd‘iz‘lj‘lemmmJ i’Jilmﬂ’JiJﬂiJﬁlﬁis,"mNm“V] MU TDINH

Fulmudaanasisirua'ld

9.1 ANudBIMIMUANUNHAaeafu Tz Y (Security Requirement of Information Systems)
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#azMIaaa13 (Information Security Requirements Analysis and Specification)
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9.1.2 anuiunlasadavesuimadams uazmnuguannuiunsasaseaunalulad
MFTUINAUAZNTTOANS VIUAIOUIEAE1TUE (Securing Application Service on Public Networks)

- Wimssauianuiuaalasadvvestoyanaluladmsaumanazmstomshniuszuy

1
T

Y a 9 ) . s Y A o aa A Ay w
141515 maldaru (Application Service) ialunsain luaznsdinrns otemssay iodloafuns

1 4

n3gyiia TuanYULITH (Fraudulent Activities) M3gsznssui luanyssinSofanaia (Incomplete

Transmission of Miss-Routing) #3emitlawenanen wsonldeundawd ludeyalaeldldsveyaia

;!}j

(: ‘?’gﬁqﬁ 191

-

i
ICT Policy 01 Rev.02 Page 45|57



Kumwell

{ o ] s . =Y ¢ o 2’,
- wwsmsnashunld 18ud msdhsWadoya (Data Encryption), nsigaiidauuuaessy
1 : { s v 4 o
(Two-Factor Authentication), 113 [¥ean1aiied1sNilasasie (15u HTTPS, VPN), uazms 14 1Wsiead
Y v 2 = 4 . . .
9.1.3 mitleafiuginssuvesusmsmaluladarsaumanazn1saeas (Protecting Application
Services Transactions)
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9.2 mmﬁumﬂaaﬂﬁ’ﬂﬁm%’unszmumiﬁmmizummzaﬁuaygu (Security in Development and
Support Processes)

9.2.1 Wlamnamsinnnszuvlilininiunaenst (Secure Development Policy)
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9.2.2 Auneulindmiunrvaumsnasumlasszuy (System Change Control Procedures)
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a ' [ dl b4 &' N
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Review of Applications after Operating Platform Changes)
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9.2.5 HANMTIAINIINTLUUMUANNNUAIaBANE (Secure System Engineering Principles)
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9.2.6 aMnuINdBNYBIMIWAHIsSzUNTA I uTUAIlaonNl (Secure Development

Environment)
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9.2.7 MIIWHHIBNTUMBHINWAHHITZ UL (Outsource Development)
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9.2.8 MsnagaumMuUANNNUAIlasadave Tz Y (System Security Testing)
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HHIAN 10 MIUIMIIAMIANUFUTHEIUMHIBNUMNEUON (Supplier Relationships)
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Security in Supplier Relationships)
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TOENs MUANNFURUEN VW UHED (Information Security Policy for Supplier Relationships)
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10.1.2 m3szyaInniuasdaeadaludennaimsliuimsvesdliuinisniauen (Addressing
Security Within Supplier Agreements)
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10.1.3 ﬂ]i‘Ui'ﬂ]i“ﬂﬂﬂ]i!mSfniil'@iniﬁi)ﬁ;{ VINIF IIVDIH UGN UM EUDN (Information and

Communication Technology Supply Chain)
J 4 o a 9 [ 9y a
- thoma TuTadmsaumauaznsdoas desdmualidyavsedeanasiudldusmsnieuen
2 Yo g ' < v a @ [ 4
TIDIRTUTI99I9 (subcontractors) 52YDINNUTURATDLLAZINTNMIAIUANANNNUAIIaBARBA I

waTuTagmsaumeauazmseensegnadanu e liuleldn luditesIndlunielsginu

10.2 MIvImsIamsmsruInslaedléuimameauen (Supplier Service Delivery Management)

10.2.1 MIAAMINUDZNUNIUNITIHVUINMIVOIHUIBIUNBUBN (Monitoring and Review of
Supplier Services)
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10.2.2 Msu3visdamsmaasunasuSnsvesniieaunieuen (Managing Changes to
Supplier Services)
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(Information Security Incident Management)
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(Management of Information Security Incidents and Improvement)
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11.1.2 miﬂmmmqmsmé’fmmmuumﬂaaﬂnﬂ (Reporting Information Security Events)
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11.1.3 miimamgﬂéeuﬁmmmﬁumﬂaaﬂﬁﬂ (Reporting Information Security Weaknesses)
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